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For small ecommerce businesses, managing fraud is frustrating. It takes a lot of time, resources 

and expertise to effectively fight fraud on your own ... all while you’re flat-out busy growing your 

business.



But fraud prevention 
can’t be a “when we have 
time” activity, especially 
in today’s post-pandemic 
ecommerce environment
Online shopping has increased to the tune of $900 billion more in spending, 
with about 30% of that growth continuing to stay strong or increase.

To effectively fight fraud, you need to understand ecommerce fraud, how 
it affects small business, the prevention steps you can take and what steps 
will work best for your business.

When it comes to choosing a fraud prevention solution, the variety of options can make you feel like 

you’re comparing apples to oranges. That’s why we created this guide — to help you take the right 

steps to protect your business, your profits and your reputation.

And with more transactions come more fraud attempts: Experts predict online payment fraud will 

cost small businesses more than $206 billion cumulatively between 2021 and 2025.

This puts most small ecommerce businesses in a tight spot:

•	 If they ignore ecommerce fraud, they risk their revenue, their merchant account and their 

business reputation.

•	 If they try to handle it in-house, they’re taking time and resources away from other, more 

strategic business activities.

•	 And if they turn their fraud filters up to 11 and call it a day? They risk a trail of angry would-be 

customers. False declines are a big no-no among consumers: 40% of customers won’t shop 

with you again if their transaction is declined, and 34% will take their beef to social media.

https://www.mastercard.com/news/press/2021/april/mastercard-recovery-insights-e-commerce-a-covid-lifeline-for-retailers-with-additional-900-billion-spent-online-globally/
https://www.juniperresearch.com/pressreleases/online-payment-fraud-losses-to-exceed-206-billion
https://www2.clear.sale/consumer-attitudes-infographic-2021
https://www2.clear.sale/consumer-attitudes-infographic-2021


About ClearSale

ClearSale is a global pioneer and proven leader in ecommerce fraud protection and 

prevention solutions. Founded in 2001, we offer innovative fraud solutions that combine 

advanced machine learning and expert manual review to provide convenient, cost-

effective and accurate fraud management.
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About this guide

You’ll learn:

This guide has 
everything small-
business owners like 
you need to know to 
fight fraud in the most 
effective way possible.

• How fraudsters attack small businesses and the signs of ecommerce fraud

• How to stop fraud attacks without inadvertently declining good customers

• How to select the right fraud management solution

Ready? 
Let’s dive in!
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to speak with a fraud expert today! www.clear.sale

The State of Ecommerce
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In 2020, ecommerce took a giant step forward. In fact, analysts estimate that the industry experienced 

about five years of growth in a single year—mostly because the pandemic forced people to shop 

online to the tune of over $3.9 trillion in sales.

And while the incline isn’t as steep in recent months, ecommerce sales continue to grow.

In our original research report, What Consumers Thought About Ecommerce, Fraud & CX in 2021, we 

discovered that 45% of consumers shop online at least once a week.

And those who were once uncomfortable with the idea of making purchases on their PCs, phones and 

even social media channels are now embracing it. So much so, nearly 66% of people told us they are 

more likely to use their mobile phone for purchases.

And what about younger consumers? They’re already online in droves: 55% of millennials are shopping 

online at least once a week.

Have any of these ecommerce fans been burned by fraud? Sure, but it’s still not stopping them: 

Although 68% of our study respondents had experienced some form of ecommerce fraud, most said 

they felt shopping online was as safe or safer than shopping in a store.

That’s good news for small ecommerce businesses.

The State of 
Ecommerce

https://www.forbes.com/sites/johnkoetsier/2020/06/12/covid-19-accelerated-e-commerce-growth-4-to-6-years/?sh=5e46deed600f
https://www.emarketer.com/content/global-ecommerce-2020
https://www2.clear.sale/consumer-attitudes-infographic-2021
https://offer.clear.sale/global-ecommerce-consumer-behavior?__hstc=&__hssc=&hsCtaTracking=0fefd26d-d4e3-41b2-a91e-cd0ffabbf281%7C25f9110a-1aa8-4493-9414-5eb6b73e4bdd


As a business owner, your job is to provide a great ecommerce experience … while protecting 

your online business from fraud … without declining legitimate orders. It’s a lot to juggle, especially 

considering how rapidly ecommerce fraud is growing.

Ecommerce fraud is expected to grow exponentially over the next five years. The Federal Trade 

Commission received 436,000 fraud reports from consumers between January 2020 and April 2021, 

equaling $399 million in losses. And the average fraud amount rose 35% in April 2020 — early in the 

pandemic.

A Juniper Research study entitled “Online Payment Fraud: Emerging Threats, Segment Analysis 

& Market Forecasts 2021-2025” estimates ecommerce payment fraud will exceed $206 billion 

cumulatively through 2025. China is projected to be hit the worst with over 40% of global losses 

equaling over $12 billion by 2025.

The biggest sources of fraud are related to credit cards and account takeovers (ATOs):

•	 In 2020, 115 million stolen debit and credit cards were posted for sale on the dark web, and 

over 75% of them were from U.S. consumers. Those cards and card data are sold to fraudsters 

who use them to attack retail businesses.

•	 The data breaches that have taken place in the last several years, including the massive 

Capital One, Marriott and Facebook data breaches, have provided fraudsters with a wealth of 

personal and financial data — increasing account takeovers by over 280%.

Fraudsters also found new areas of opportunity, thanks to the new ways consumers shopped during 

the pandemic. BOPIS (buy online, pickup in store) fraud increased by 55%, and buy now, pay later 

fraud schemes have popped up as well.

Ecommerce Fraud Is Growing Worse
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https://www.ftc.gov/
https://www.ftc.gov/news-events/press-releases/2021/04/ftc-testifies-congress-its-work-curb-covid-19-scams-warn
https://www.wsj.com/articles/borrower-beware-credit-card-fraud-attempts-rise-during-the-coronavirus-crisis-11590571800
https://www.juniperresearch.com/home
https://www2.clear.sale/smb-guide-chapter-1-unlocked#:~:text=biggest%20sources%20of%20fraud
https://money.com/dark-web-credit-cards/
https://blog.clear.sale/the-capital-one-breach-and-account-takeover-fraud-what-merchants-must-know
https://www.europeanpaymentscouncil.eu/sites/default/files/inline-files/fraud-prevention-in-ecommerce-report-20202021.pdf
https://www.helpnetsecurity.com/2020/10/05/preventing-ecommerce-fraud-trends-patterns/
https://blog.clear.sale/understanding-bopis-buy-online-pick-up-in-store-and-fraud
https://blog.clear.sale/social-media-hack-fraud-protection
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The repercussions of fraud for a small business can be serious, leaving you facing:

The cost of lost merchandise

The cost of shipping and handling on fraudulent orders 

Chargeback fees from the issuing bank 

Negative hits on your company’s reputation 

Potential loss of your account 

5 Small-Business Costs of Ecommerce Fraud Attacks

Think about the time and resources you allocate to dealing with fraud and the cascading financial 

impacts. For small businesses, battling fraud can be so time-consuming, it may seem like a line of 

business in and of itself … except this one depletes your bottom line.

Implementing a fraud prevention solution can solve that problem, allowing you to focus on what’s most 

important for your business growth. You’ll have less churn, better use of resources and more time to 

spend on sales and fulfilling orders. Plus, you’ll get to keep more of your hard-earned revenue.

But to successfully fight fraud, you need to start by understanding the types of ecommerce fraud 

attacks small businesses can face.

Stopping Fraud Can Boost Business Growth
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Ready to Get Started?
Call us at +1 786 888 4584 or email contact@clear.sale 

to speak with a fraud expert today! www.clear.sale

Recognizing Ecommerce 
Fraud
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Not all fraud is created equal. Businesses experience ecommerce fraud in many ways — from 

deliberate card-not-present fraud to friendly fraud caused by miscommunication.

Additionally, while all industries (and countries) are vulnerable, some face a higher risk of fraud … and 

may be subject to different fraud patterns or types of attacks.

Recognizing 
Ecommerce Fraud

While you may be familiar with ecommerce fraud in general, you might not know there are several 

different types of ecommerce fraud — all of which can create big headaches for you and your 

business.

Types of Ecommerce Fraud

Card-not-present (CNP) fraud can happen in three ways:

1. Use of a stolen credit card

2. Theft of a consumer’s identity

3. Use of stolen card data, without presenting the actual card itself

Card-not-present fraud



In CNP fraud, the following process takes place:

A fraudster makes a purchase at an online store using someone else’s credit card information.

The acquirer (or issuing bank) checks if the card has enough balance and approves the 

purchase.

The transaction is completed, and the goods are delivered to the fraudster.

The actual cardholder does not recognize the purchase and notifies the merchant (or more 

commonly, their card issuer).

The online store reimburses the cardholder and is left with a loss.

In many cases, the store is also penalized with a chargeback fee.

Even if a consumer is exceedingly cautious with their own data, fraudsters are using increasingly 

sophisticated tools:

Skimming — stealing card information at the point of sale

Phishing — conning the cardholder out of their numbers either via email or over the phone

Pharming — installing malicious code on a computer to steal personal data

And that’s not even counting the identity theft resulting from large-scale data breaches. Unfortunately, 

many consumers have no idea their card data or identity has been stolen until they receive their bill. By 

that time, fraudsters have stolen thousands (or more) of dollars in merchandise and have moved on to 

the next victim.

Part 2

https://offer.clear.sale/ecommerce-payment-process
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Alarmingly, CNP fraud is growing quickly. In the United States alone, CNP fraud is estimated to increase 

by 14% and cost ecommerce businesses $130 billion by 2023. Small ecommerce businesses 

experienced a 27% increase in successful fraud attempts in 2020, compared to 2019, likely due to 

the prevalence of online shopping throughout the year. Of the 2,450 fraud attempts in an average 

month, 916 were successful.

What does that mean for your business? Fraudsters have gotten smarter, more skilled and more 

able to work around fraud prevention. Small businesses need to up their game in this new era of 

ecommerce.

A type of CNP fraud, ATO fraud is one of the fastest-growing fraud risks in the ecommerce industry. 

Bank and social media data breaches combined with text and email scams enabled a 307% increase 

in ATOs between 2019 and 2021.

ATO fraud happens when fraudsters purchase stolen customer data on the dark web and use it to 

make fraudulent purchases. In 2021, the cost of data breaches grew to $4.24 million, the highest level 

in 17 years.

Fraudsters commit ATO and CNP fraud using a similar process:

•	 A fraudster uses stolen credit card or bank information to make a purchase online.

•	 Once the purchase is approved by the payment processor, the transaction is completed.

Account takeover (ATO) fraud

Small ecommerce businesses experienced a 27% increase in 
successful fraud attempts in 2020, compared to 2019.

https://review42.com/resources/ecommerce-fraud-statistics/
https://review42.com/resources/ecommerce-fraud-statistics/
https://talkbusiness.net/2020/08/the-supply-side-retail-fraud-up-7-3-from-last-year-as-online-commerce-grows/
https://talkbusiness.net/2020/08/the-supply-side-retail-fraud-up-7-3-from-last-year-as-online-commerce-grows/
https://blog.clear.sale/account-takeover-fraud-all-that-e-commerce-merchants-must-know
https://www.helpnetsecurity.com/2021/10/06/ato-attacks-increased/
https://www.ibm.com/security/data-breach
https://risk.lexisnexis.com/insights-resources/research/2020-true-cost-of-fraud-retail
https://risk.lexisnexis.com/insights-resources/research/2020-true-cost-of-fraud-retail
https://risk.lexisnexis.com/insights-resources/research/2020-true-cost-of-fraud-retail
https://risk.lexisnexis.com/insights-resources/research/2020-true-cost-of-fraud-retail
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•	 The purchased goods are shipped to the fraudster.

•	 When the actual consumer doesn’t recognize the purchase, they contact their bank or 

payment processor.

•	 The online business must reimburse the consumer, but the costs of shipping and goods 

sold are lost.

•	 Most often, companies also have to pay a penalty to the payment processor — known 

as a chargeback.

Another thing to consider when it comes to CNP and ATO fraud is the damage to your reputation. In 

our 2021 Consumer Attitudes report, 84% of consumers reported they would never again shop 

with a business that approved a fraudulent order with their credit card.

With the rising popularity of Instagram Shop, Pinterest Lens and even TikTok as a source of online 

shopping, social commerce is booming. Experts expect it to reach more than $604 billion by 2027.

It only follows that social commerce fraud is booming as well. For starters, fraudsters create fake brand 

accounts to perpetrate a variety of fraud schemes, from phishing to triangulation fraud. In the fashion 

industry alone, impostor brands are promoted on as many as 65 million fake posts every year and 

almost 20% of all fashion product posts from 50,000 on Instagram are fraudulent.

The other issue is with passwords. When the most common password used by consumers in the 

United States is “123456,” it’s not hard to hack into an account. And when you factor in how many 

people use the same passwords across their accounts, a single data breach can be a mother lode of 

opportunity for a fraudster.

Social commerce fraud

https://offer.clear.sale/assess-cnp-fraud-risk-optimize-fraud-prevention#ebooks
https://about.instagram.com/blog/announcements/instagram-shop-discover-and-buy-products-you-love-all-in-one-place/#:~:text=Announced%20last%20year%2C%20Facebook%20Pay
https://www.searchenginejournal.com/pinterest-shows-shoppable-pins-in-visual-search-results/371629/#close
https://www.prnewswire.com/news-releases/assessment-of-the-social-commerce-industry-2020-2027-and-impact-of-covid-19---mobiles-segment-readjusted-to-a-revised-39-2-cagr-for-the-next-7-year-period-301125465.html
https://ghostdata.io/report/Instagram_Counterfeiting_GD.pdf
https://nordpass.com/most-common-passwords-list/
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Despite its name, friendly fraud is no friend to your business.

Friendly fraud happens when a customer makes a purchase with a legitimate credit card, was 

delivered the merchandise or service, but then disputes the charge.

While it is considered a form of fraud, it is usually not done maliciously and can happen for several 

reasons:

The customer might believe their package was stolen, but it was just misplaced.

The customer might not recognize the company’s name on their statement.

They might be disputing recurring charges, saying nobody notified them that these charges 

would take place.

The tricky part of friendly fraud is that without meticulous record-keeping, it’s almost impossible to 

know if the customer is telling the truth or trying to defraud you.

Nonetheless, friendly fraud is a growing concern, and the losses can be significant in shipping fees, 

staff time lost to dealing with the issue, and chargebacks.

Friendly fraud

https://blog.clear.sale/friendly-fraud
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While chargebacks were initially developed by card issuers to protect consumers, the chargeback 

process has become so easy, some people game the system and knowingly commit chargeback 

fraud.

They intentionally file fraudulent chargebacks with the goal of keeping the product or service they 

ordered while also receiving a refund of the full transaction amount.

Chargeback fraud can take place in a variety of ways, including when the customer:

• Places an order with the explicit intent to get free products

• Experiences buyer’s remorse and regrets a high-priced purchase

• Hides a purchase from a spouse or joint account holder

• Tries to lower their credit card balance

We’ll dive much more deeply into chargebacks a little later on, so keep reading!

Chargeback fraud

https://blog.clear.sale/ecommerce-fraud-protection-online-merchants
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Internet shopping has come a long way from the days of simply purchasing online using home-based 

computers. Consumers are now shopping with multiple types of devices in omnichannel environments. 

This includes but is not limited to:

• Voice commerce

• Mobile and tablet commerce

• Gaming consoles

• IoT devices such as watches

• Vehicles

Each of those channels presents a new fraud risk for small businesses.

Social commerce has exploded on apps like Instagram and Facebook, which creates a perfect 

opportunity for CNP fraud — the leading cause of ecommerce fraud today. Fake social media 

accounts lure consumers into making purchases that never materialize. Nearly 20% of the fashion 

product posts on Instagram come from imposter brands that promote up to 65 million fake posts 

each year.

Meanwhile, voice commerce using smart speakers like Amazon’s Alexa, Apple’s Siri, Google Assistant 

and Microsoft Cortana are expected to generate sales of $80 billion by 2023.

Channel-specific ecommerce fraud

http://www.yahoo.com/lifestyle/9-instagram-scams-avoid-192650720.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAABd94jU2D8FedKJ1HYJ4K4ehD6Ouv5soV9IuscBedu2MN3RwIPK618P5XI0fLg7BTiOZ1NHzsywIPEudJaZ1DUrfqI02v3TsIEeu73Yjl9yAV3PjG98537zWz3QnKyB6MB8JtYO8x6X0E75Sygjf58IvTegbFXfm2N-wF9nawjZb
http://www.yahoo.com/lifestyle/9-instagram-scams-avoid-192650720.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAABd94jU2D8FedKJ1HYJ4K4ehD6Ouv5soV9IuscBedu2MN3RwIPK618P5XI0fLg7BTiOZ1NHzsywIPEudJaZ1DUrfqI02v3TsIEeu73Yjl9yAV3PjG98537zWz3QnKyB6MB8JtYO8x6X0E75Sygjf58IvTegbFXfm2N-wF9nawjZb
https://ghostdata.io/report/Instagram_Counterfeiting_GD.pdf
https://voicebot.ai/2019/02/19/juniper-forecasts-80-billion-in-voice-commerce-in-2023-or-10-per-assistant/
https://blog.clear.sale/4-ways-to-optimize-your-online-store-for-voice-search-commerce
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While all ecommerce and multichannel retailers are at risk for fraud, some businesses tend to be more 

popular targets. These are referred to as “high-risk” businesses.

Add to that the risks of increased chargebacks, and you have a trifecta of challenges. Often, these 

businesses have no choice but to work with high-risk credit card processors, who tend to impose 

much higher fees and stricter conditions, cutting deeply into the company’s bottom line.

A number of factors determine whether a business account provider will deem a business high-risk, but 

the two most common are industry and transaction types.

Ecommerce Fraud and Risk Factors

The riskiest industries for fraud and chargebacks tend to be service providers and businesses that 

sell goods with a high resell value on the black market. Service providers are considered high-risk 

simply because it’s harder to prove that a service has been delivered.

While high-risk industries vary based on consumer demand, here are some industries that typically 

struggle with fraud risk:

Adult entertainment

Automotive parts and accessories

Computer software, hardware and other consumer electronics

Cannabis and CBD products

High-risk industries

Being a high-risk business makes it even more difficult to fight 
fraud — not just because of the tactics fraudsters use, but because 
many payment processors shy away from high-risk businesses.

https://blog.clear.sale/your-101-guide-to-handling-high-risk-payments
https://blog.clear.sale/what-it-means-to-have-a-high-risk-merchant-account
https://blog.clear.sale/high-risk-industries-for-payment-processing-and-credit-card-fraud
https://blog.clear.sale/fraud-risk-profile-adult-entertainment-retailers
https://offer.clear.sale/autoparts
https://offer.clear.sale/consumer-electronics-ecommerce
https://blog.clear.sale/industry-trends-2020-cannabis-and-cbd-ecommerce
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Dating services

Financial services

Firearms

Gaming

Health and wellness

Luxury goods and jewelry

Legal services

Nutraceuticals and OTC drugs

Online gambling or casinos

Travel and hospitality

Want to learn more about your particular industry’s ecommerce trends and fraud risk? Explore 

our in-depth industry guides.

https://blog.clear.sale/industry-focus-fraud-risk-profile-for-firearms-retailers
https://blog.clear.sale/video-game-industry-statistics-insights-in-2020
https://blog.clear.sale/luxury-e-commerce-6-business-growth-strategies-for-merchants
https://blog.clear.sale/jewelry-e-commerce-statistics-and-insights
https://blog.clear.sale/industry-focus-fraud-risk-profile-for-nutraceutical-and-drug-retailers
https://offer.clear.sale/travel
https://www2.clear.sale/cs/c/?cta_guid=80dcd575-1ac7-496a-af33-37c68aa7e7b6&signature=AAH58kEwEmzH6ax1-hkCedisBfoZM8ydzw&pageId=75320511347&placement_guid=13de3c5b-c70d-42d1-a36c-9b290f7f9709&click=74e79667-0cc1-4706-9da1-0564a52b89b2&hsutk=1e3060692dae811d9e56a21f050fe8d1&canon=https%3A%2F%2Fwww2.clear.sale%2Fsmb-guide-chapter-2-unlocked&utm_referrer=https%3A%2F%2Fwww2.clear.sale%2Fsmb-guide-chapter-1-unlocked&portal_id=2530812&redirect_url=APefjpFadtZkFum_Mi0J-7ng7wQISIWqjCOFnb6uQwbPeCRg6JLE99AUvSSQGEawa_PaPFIgJTZ4HyTTv_pRNI5B5TfFvehO_jNkjV2Zvhqe0w29gSoD6WOIcP1fmKhv2TLJYcF2z2010xkggOHAmJek2glSRbSmhc6eDDCjrV6fpNBsMpBF6xfVNS_dqEJO-wAGvCULKFUoeL1og0Q0hA-zr9Ht3VSaMKW2NOVgRUT3EVV04qnZWAP4uwD2BIdtUMeyYVSP2G6w&__hstc=18643046.1e3060692dae811d9e56a21f050fe8d1.1616782930861.1659468659104.1659535411725.268&__hssc=18643046.1.1659535411725&__hsfp=1768264934&contentType=standard-page
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It’s not only certain industries that are at risk. Some ecommerce businesses may find themselves at a 

higher risk of fraud simply because of how they do business. Transactions that tend to raise red flags 

with account providers include:

• Accepting recurring payments

• Having high monthly sales volumes or individual transactions

• Having cyclical sales

• Being in an industry with historically high chargeback ratios

• Offering subscription-based products or services

• Having not yet established a payment processing history

High-risk transaction types

Another factor that small businesses don’t always think about — but payment processors do consider 

— is geography.

Within the United States, some states have higher fraud rates, and any online business in that state 

could be considered riskier for payment processors to take on.

Certain countries also face higher fraud rates, such as Mexico, or China with its particularly high 

mobile fraud rate. At the same time, both of those countries present opportunities for cross-border 

ecommerce, so there is a reward that goes along with the risk.

Expanding into new territory? Explore some of the most dynamic and promising ecommerce 

markets in the world, with our Country Profiles.

High-risk geography

https://blog.clear.sale/7-tips-prevent-recurring-billing-chargebacks
https://blog.clear.sale/are-your-chargeback-rates-too-high
https://blog.clear.sale/us-states-the-highest-fraud-risk
https://blog.clear.sale/country-profile-the-guide-to-e-commerce-in-mexico
https://blog.clear.sale/e-commerce-fraud-risk-china-country-profile
https://blog.clear.sale/market-new-study-shows-mexico-is-the-up-and-coming-e-commerce-hotspot
https://www2.clear.sale/resources/ebooks
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Even if your industry is considered low risk, it doesn’t mean you’re immune. Some fraudsters like to 

target companies in lower-risk industries, figuring their guard is down and they’ll be easier to scam.

One of the biggest ways ecommerce fraud hits small businesses hard is through chargebacks. Let’s do 

a deeper dive into chargebacks, how they happen and what you can do to protect your business.
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Ready to Get Started?
Call us at +1 786 888 4584 or email contact@clear.sale 

to speak with a fraud expert today! www.clear.sale

Understanding 
Chargebacks
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In addition to being aware of CNP fraud and friendly fraud, small businesses need to be aware of 

chargebacks themselves and how they work.

Understanding 
Chargebacks

As we touched on earlier, a chargeback happens when a customer files a dispute with their credit card 

issuer over a charge on their account.

Once a chargeback request is filed, a series of steps takes place:

•	 The credit card issuer contacts the business’s account provider.

•	 The business submits documents to prove the chargeback is invalid.

•	 If the business loses the chargeback, the account provider reverses whatever payment was 

made to the business and charges an additional chargeback fee.

Chargebacks can be devastating for businesses, especially small businesses. Not only do you often 

lose the value of a product plus shipping expenses, but chargeback fees can reach $100 or more per 

transaction.

That can be the beginning of the end for a small business.

The Chargeback Process
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Chargebacks can fall into three categories: legitimate chargebacks, friendly fraud and chargeback 

fraud.

Types of Chargebacks

Legitimate chargebacks occur when a business is genuinely at fault — for example, if the business 

charged the customer without fulfilling the sale or if the business shipped a different product from 

what the customer ordered.

Legitimate chargebacks

As we mentioned earlier, friendly fraud is a gray area, where the reason for the chargeback isn’t 

legitimate, but it’s also not malicious. For example, the customer simply may not recognize a particular 

charge or business’s name on their credit card statement.

Friendly fraud chargebacks

You’ve already learned that chargeback fraud happens when a customer files a chargeback with the 

express intent to defraud. For example, a fraudster may claim that an item was never received, when 

in fact it was. Or the customer may place an order with their own card but then claim that the card was 

stolen — and the transaction was fraudulent — all while they’re sitting with the merchandise in hand.

Chargeback fraud

https://blog.clear.sale/the-three-types-of-e-commerce-fraud
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It takes a long time to process and adjudicate chargebacks. For small businesses, it is tedious and 

frustrating because the onus is on them to prove that the chargeback is invalid. To win a chargeback 

dispute, businesses need to produce meticulous records and have patience throughout the back-and-

forth with the customer and credit card issuer.

Not only do chargebacks cost time and effort, they can put a significant dent in a company’s bottom 

line. In addition to lost inventory and shipping costs, chargebacks involve fees and other penalties. 

The fees vary by payment processor, but they can range from $50 to over $75 per dispute. Multiple 

chargeback fees can be the death knell for a small business.

In addition to chargeback fees, a bigger problem to worry about is your chargeback ratio.

Your chargeback ratio reflects the percentage of chargebacks relative to overall transactions. 

The industry standard has been 1% for years, but some payment processors have lowered that 

threshold, especially for high-risk businesses.

Once your chargeback ratio crosses that threshold, the fees increase and the payment processor 

may freeze (or even terminate) the company’s account.

But that’s not all.

Once a company’s account is closed with one payment processor, word travels fast. You may have 

trouble opening an account with any of the other processors. That’s when businesses are forced to 

accept sky-high processing rates to reopen their account … if they can get approved for payment 

processing at all.

The best way to handle chargebacks is to prevent them as much as possible.

Chargeback Fees and Chargeback Ratios

https://blog.clear.sale/chargeback-reversals-how-to-win-a-chargeback-dispute
https://blog.clear.sale/chargeback-reversals-how-to-win-a-chargeback-dispute
https://blog.clear.sale/chargeback-fees-what-do-chargebacks-cost
https://blog.clear.sale/warning-high-risk-merchant-accounts-are-being-shut-down
https://blog.clear.sale/warning-high-risk-merchant-accounts-are-being-shut-down
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Preventing excessive chargebacks from harming your business involves one of two solutions: 

chargeback protection or chargeback insurance. But what is the difference between these two 

options?

1. Chargeback Protection:

This solution offers tools to monitor transactions and identify/prevent fraud. It may also cover 

a portion of the potential losses related to chargebacks.

2. Chargeback Insurance:

This solution guarantees coverage if the fraud solution partner approves a transaction that 

turns out to be fraudulent and results in a chargeback.

These two solutions are markedly different, so it’s critical to choose the approach that’s best for your 

business. Not all vendors offer both options, which makes it even more important to carefully select 

your fraud prevention solution provider.

We’ll help you navigate that important decision in Chapter 5. Before we do though, it’s important 

to understand why relying solely on fraud filters can backfire … and get you into trouble with your 

customers.

Chargeback Solutions	

https://blog.clear.sale/how-is-chargeback-protection-different-from-chargeback-insurance
https://www2.clear.sale/fraud-protection/guaranteed-chargeback-protection
https://www2.clear.sale/fraud-protection/guaranteed-chargeback-protection
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We’ve already provided a clear picture of what can happen if you rely on luck, hoping fraudsters will 

pass over your online business. (Spoiler: They won’t.)

On the opposite end of the spectrum, you don’t want to wantonly block every transaction that gives 

even a hint of being fraudulent. That’s where you risk damaging your reputation with too many false 

declines.

Understanding False 
Declines

False declines happen when a legitimate transaction is mistaken for fraud and denied. About 90% of 

declined transactions are actually valid customers just trying to give you their money.

Examples of false declines include:

•	 A grandmother buys gifts and has them shipped directly to her grandkids, but the AVS filter 

flags the orders as fraudulent.

•	 A couple is traveling out of the country, and while ordering something online to be delivered 

to their home, the fraud filter declines it based on their current location.

•	 A business has the good luck of a product going viral online, but the sudden influx of sales 

triggers the velocity filter, turning away scores of customers.

False declines are a massive concern, with losses due to false declines in the hundreds of billions. In 

addition, false declines can have a nasty ripple effect: If you recall, we stated earlier that your cost per 

$1 of fraud is just under $4.

The Dangers of False Declines

https://offer.clear.sale/understanding-e-commerce-payment-chain?utm_source=website&utm_content=merchant_guide_pillar
https://aitegroup.com/report/e-commerce-conundrum-balancing-false-declines-and-fraud-prevention
https://aitegroup.com/report/e-commerce-conundrum-balancing-false-declines-and-fraud-prevention
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Your cost per $1 in false declines is a whopping $13.

That’s because when you falsely decline a customer, you’re likely saying goodbye to that customer 

forever: In our 2021 Consumer Attitudes study, we learned consumers are not forgiving when it 

comes to being denied what they want to purchase.

If you sell low-volume, high-dollar offerings, that spells trouble.

It gets worse: 34% of respondents reported that not only would they never shop with the company 

again, they would take to social media to share their displeasure.

Given how much millennials dominate social media consumption, small businesses simply cannot 

afford to let their false declines get out of control.

https://www.javelinstrategy.com/press-release/false-positive-card-declines-push-consumers-abandon-issuers-and-merchants
https://offer.clear.sale/false-declines-ecommerce-fraud-prevention-report
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Small businesses in Latin America should be very wary of false declines

If you have a small business or are considering starting a small ecommerce business in 

places like Argentina, Chile, Peru, Ecuador or any other Latin American country, false declines 

are most likely going to be your biggest obstacle. Solve that problem and you’ll be head and 

shoulders above your competitors when it comes to revenue and the all-important 

customer experience!

Some companies try to circumvent chargebacks and false declines by trying to identify “repeat 

offenders” or extreme fraudsters and place them on what’s called a fraud prevention deny list.

A deny list is essentially a database with credit card numbers, names, addresses, emails, phone 

numbers and IP addresses for the fraud filters to use to automatically decline transactions.

Here’s why these types of lists are a bad idea: If the customer’s credit card was stolen, the customer’s 

name could end up on a deny list, even though the customer is actually the victim. Another problem 

with lists is that IP addresses are constantly exchanged. A valid customer could end up on a list 

completely in error.

Like we said, many small ecommerce businesses feel stuck: Either they risk losses to fraudsters, spend 

all day verifying transactions, or risk turning away much-needed business because of a ham-handed 

deny list.

As it turns out, though, there are more fraud prevention options than most small businesses 

realize. The key is to find the one that works with your business … and your customers.

False Declines’ Ugly Stepsister: The Deny List

https://blog.clear.sale/fraud-prevention-blacklists
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There are a wide range of options out there to help you protect your small ecommerce business from 

the types of fraud we’ve discussed in this guide. 

The question is, what will be the best option for your business? Let’s examine each in detail.

Comparing Fraud 
Prevention Options

When we talk to small businesses about fraud prevention, the most common response we hear is that 

they already have fraud filters in place.

Fraud Filters

Fraud filters are usually built into your ecommerce platform. They’re designed to identify potentially 

fraudulent orders and prevent them from being processed, and they function differently, depending on 

which one you use:

Velocity filters limit how many sales can be submitted to your website during a given time 

period. This prevents fraudsters with lists of stolen credit card numbers from testing all of them 

by flooding your site with orders.

Address verification service (AVS) is a filter that declines or flags transactions when the 

billing and shipping addresses don’t match. These are intended to keep credit card thieves 

from having merchandise delivered to another address.

How fraud filters work

https://blog.clear.sale/what-is-address-verification-service
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Time-of-purchase filters are used to flag or block transactions during a specific 

timeframe — usually when fraudulent transactions are more likely to occur, such as 

holidays and special sales.

Card verification value (CVV) filters look for errors in the CVV number being submitted.

Purchase amount filters flag high-dollar transactions that fall outside a typical 

transaction amount.

IP address mismatches can flag transactions where the customer’s IP address and 

shipping address don’t match, a potential fraud indicator.

Fraud filters are commonly included in ecommerce platforms (the ecommerce platforms for 

small- and medium-sized businesses that integrate with ClearSale all offer fraud filters).

While fraud filters have value and can provide insight into what is happening on your ecommerce site, 

they can also create more problems than they solve.

For example, your best customer might be on vacation when she remembers that her friend’s birthday 

is coming up, so she places an order from her phone while in her hotel room. A fraud filter might 

identify that the geographic location of the device is different from the credit card account address and 

therefore decline that transaction — even though it is in fact legitimate.

Fraud filters do have a downside

https://blog.clear.sale/the-best-e-commerce-platforms-for-small-and-medium-businesses
https://blog.clear.sale/the-best-e-commerce-platforms-for-small-and-medium-businesses
https://www2.clear.sale/developers
https://blog.clear.sale/free-fraud-prevention-tools-in-ecommerce-platforms-may-be-costing-you
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While fraud filters do put ecommerce businesses at risk of increasing false declines and lowering your 

approval rate, they are very effective for identifying which transactions should be flagged for further 

analysis and manual review.

Pros:

•	 Inexpensive: Fraud filters come standard on most ecommerce platforms.

•	 Easy to set up: Ecommerce platforms like Shift4Shop, Shopify, PrestaShop and OpenCart are 

incredibly easy to set up.

•	 No integration required

Cons:

•	 High risk of false declines: Fraud filters don’t have the artificial intelligence to “learn” behavior, 

so a transaction that looks fraudulent is assumed to be fraudulent, whether it is or is not.

•	 No option for secondary review: If a valid transaction is declined, businesses will likely anger 

the customer, lose the sale and risk a bad review on social media.

•	 Few options for customizing: Ecommerce businesses would need to have their developers or 

a consultant customize standard filters.

•	 Potentially lower approval rate: The order in which fraud filter rules are applied can result in 

some rules contradicting others, which can reduce the number of approved transactions.

The bottom line: Fraud filters are an important part of a fraud 
solution.

https://blog.clear.sale/the-beginners-guide-to-fraud-filters
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Secondary fraud review involves a team of individuals manually reviewing each transaction (or a 

selection of transactions) to detect fraud. This can be done in-house through a fraud review team that 

analyzes orders, or through an external third party, where the business sends orders that seem “iffy” 

to a fraud protection vendor to analyze.

Secondary Fraud Review

Expertly trained humans are generally better at understanding context than automated fraud filters. 

These fraud experts can look at each situation individually to assess the fraud risk, instead of blindly 

adhering to preset rules.

These experts can also dig quite deep while investigating — for example, by performing reverse 

lookup searches on addresses and phone numbers, calling a bank to verify records, and even calling 

the customer to ask authentication questions.

Secondary review is better than just fraud filters

On the other hand, secondary review is very time- and resource-intensive. Even the best human 

reviewer can’t work as quickly as a computer program, so customers may have to wait slightly 

longer to be approved for their orders. (However, most small businesses who’ve worked with a fraud 

prevention solution will say the secondary review is worth the wait.)

Secondary review takes time

https://blog.clear.sale/why-manual-review-is-key-to-retailers-defense-against-fraud
https://blog.clear.sale/clearsales-unique-approach-to-fraud-analytics-and-manual-reviews
https://blog.clear.sale/clearsales-unique-approach-to-fraud-analytics-and-manual-reviews
https://blog.clear.sale/why-manual-review-is-key-to-retailers-defense-against-fraud
https://blog.clear.sale/why-manual-fraud-review-is-worth-the-wait
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If you want to keep your review team in-house, you’ll need to hire experienced staff or pay to train 

them. This can be a solid approach if your volume and business are stable, but a sudden (or seasonal) 

increase in business could add strain. In those cases, outsourcing secondary fraud review can 

provide better flexibility.

The bottom line: Secondary review by analysts is essential to 
decisions about potentially fraudulent transactions.

Secondary review on its own can be costly — and not as fast as filters — but is an ideal way to evaluate 

potentially fraudulent transactions instead of simply declining them.

Pros:

•	 Thorough fraud review: Every transaction is carefully examined.

•	 High level of accuracy: Reviewers can be trained to apply new knowledge about fraud 

trends to their decision-making process.

Cons:

•	 Not scalable for sudden changes in transaction volumes: Sudden spikes in sales volume will 

slow down the review process and could result in customer service issues if the reviews take 

too long.

•	 Not cost-effective: Small businesses have to incur the expense of recruiting, hiring and 

training enough staff to handle the maximum volume of transactions.

•	 Potential loss of institutional knowledge: If staff members leave, their expertise and 

knowledge leave with them.

https://blog.clear.sale/manual-fraud-reviews-top-strategies-to-improve-your-processes
https://www2.clear.sale/solutions/in-house-fraud-teams
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Outsourced automated solutions allow small ecommerce businesses to offload all of their fraud 

protection onto a third party. Transactions are processed through automated systems and are 

approved or declined based on preset parameters and filters.

This type of machine learning and AI are fast and reliable because they use mathematical algorithms 

and data to identify fraud trends and patterns. And because no humans are involved in this form of 

fraud detection, machine learning is scalable and consistent. Every transaction receives the same level 

of scrutiny.

But, if you recall from Chapter 4 where we discussed false declines, making decisions about 

transactions purely because they appear to be fraudulent increases the risk of declining legitimate 

transactions. And that can have a serious negative impact on customer experience.

Without human intuition, analysis or interaction, you can’t contact a longtime client to get more 

information about a suspicious purchase. The last thing you want to do is have an algorithm drive 

away your best customers.

Outsourced Automated Solutions

The bottom line: Outsourced automation is a great part of the 
solution.

Outsourced automated fraud protection using machine language and AI can detect most fraudulent 

transactions and identify transactions that require further review.

Pros:

•	 Fast processing time: Automated rules allow for immediate decision-making and transaction 

disposition.

•	 Hands-off fraud protection: With their fraud protection handled by a third party, ecommerce 

businesses don’t have to understand the nuances of fraud and fraud risk.

•	 Better fraud identification: With more sophisticated options that offer machine learning and 

AI, outsourced automated solutions “learn” buying patterns.



Cons:

•	 Limited variability: Outsourced automated solutions can’t account for variations in consumer 

behavior, such as vacation purchases.

•	 High risk of false declines: Automated solutions treat potential fraud like actual fraud.

•	 Slow adoption of new fraud trends: Automated solutions require programming with new 

data, which can take time to integrate into its intelligence.
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Fraud managed services incorporate a two-pronged approach: Prevent fraud from happening ... and 

protect the small business if a fraudulent transaction does slip through.

A managed services solution does this by blending a fraud protection strategy, chargeback 

management strategies and a team of trained fraud analysts.

The solution can be used in place of an internal fraud team or to augment an in-house team, especially 

during times of increased sales volumes or periods of rapid growth.

Here’s how it works:

Typically, as an order comes in, it is screened in real time using automated technology that may 

include geolocation, email validation, fraud filters, machine learning and fraud score.

However, even if the order looks like it might be fraudulent, the order is not automatically declined.

Instead, any order that fails to pass the initial screening is sent to a secondary review team for 

analysis. There, a team of expert analysts reviews the order to see if data is missing, compares the 

order to that cardholder’s typical ordering or store behavior, and contacts the customer for further 

authentication if needed.

Fraud Managed Services

https://www2.clear.sale/resources/screen-online-transactions
https://offer.clear.sale/fraud-managed-services?utm_source=website&utm_content=merchant_guide_pillar
https://www.clear.sale/fraud-protection/what-kind-of-solution-we-offer
https://blog.clear.sale/how-analysts-identify-fraud-when-reviewing-transactions
https://blog.clear.sale/7-advanced-fraud-prevention-solutions-to-implement-now
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•	 Because no transaction is automatically declined, you have fewer false declines.

•	 Expert fraud analysts can quickly spot new fraud trends and flag them for insertion into the 

AI’s algorithms.

•	 The analysts can work alongside a company’s in-house team, or in consultation with the client, 

bringing specific business/industry insight to their fraud screening.

•	 The solution easily scales to accommodate peak sales times, while still ensuring each flagged 

transaction is reviewed by a human analyst.

Why a fraud managed services approach works.

By combining all the options available for fraud protection, a fraud managed solution offers 

ecommerce businesses a reasonably priced way to protect themselves from fraud without risking 

turning away good customers. Plus, you’ll still have control over the process without having to manage 

every aspect of the process.

Pros:

•	 Fewer false declines and higher approval rates: The combination of AI and manual review 

distinguishes between clearly fraudulent and potentially fraudulent transactions

•	 Fewer chargebacks: AI “learns” customer behavior and takes into account fraud trends to 

quickly spot fraud patterns.

•	 Fast processing: Approved transactions are automatically processed, which adds to the 

customer experience.

•	 Full transparency: Data analysis provides the company with information about why a 

transaction was flagged.

The bottom line: A fraud managed solution offers the best of all 
worlds.

https://blog.clear.sale/merchant-fraud-journals-2020-trends-report
https://blog.clear.sale/merchant-fraud-journals-2020-trends-report
https://blog.clear.sale/best-fraud-protection-solution-inhouse-outsourced-both
https://blog.clear.sale/does-your-online-store-need-a-fraud-managed-services-solution
https://www2.clear.sale/fraud-protection/how-it-works


•	 Peace of mind: Ecommerce businesses don’t need to be fraud analysts, and if available, they 

can provide the vendor with historical customer and transactional data that helps improve the 

accuracy of the solution.

Cons:

•	 Longer process for declining transactions: Reviewing suspicious transactions will take more 

time to determine if those transactions are fraudulent. So if a good customer’s transaction is 

flagged, they may need to wait a little longer before shipping — and may be asked to provide 

some verification information. 

•	 More costly than ecommerce platform fraud filters: The cost of a hybrid solution is higher 

than simply relying on your ecommerce platform fraud filters. However, when you consider 

the cost of losing customers and negative reviews, the cost difference may easily be justified.

Part 5

If you’ve settled on what type of fraud protection you want, great! But now comes the tricky part — 

making a decision. There are a lot of fraud prevention solutions out there. What questions should you 

ask to find the perfect match for your business?

https://offer.clear.sale/approval-rate-calculator
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When selecting the best fraud solution, many factors come into play. We’ve compiled the questions you 

should ask to make sure you get the right fit.

Important Factors 
to Consider

Customers can shop anywhere, and they know it. So, the customer experience (CX) and user 

experience (UX) of your ecommerce store are incredibly important.

Your fraud protection solution should make it easier for customers to purchase from you — that 

means speedy approvals where possible and few to no false declines.

When considering a solution, here are questions to ask about CX and UX:

•	 Does the solution require updates to your website?

•	 How do those updates impact the customer experience?

•	 Does the solution approve/decline orders on its own or send them to you for the final decision?

•	 Will you be kept informed about declined orders and why they were declined?

•	 What skills or training will you need to have in-house for this solution to work?

How Well Does the Solution Balance CX, UX & 
Fraud Protection?

https://offer.clear.sale/webinars/turn-into-sales-generator
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The best fraud protection solution will work seamlessly with your existing ecommerce platform 

and integrate with limited steps. At ClearSale, most of our integrations are plug-ins; several of our 

ecommerce platform integrations can be completed in three steps.

When considering a solution, here are questions to ask about integration:

•	 How long does the implementation process take?

•	 What level of expertise do we need to have in-house to get this solution integrated?

•	 What technical support is available to us if things go wrong?

How Easy Is the Integration Process?

Keep Geography in Mind When Looking at Integrations

When it comes to chargebacks — or any kind of fraud — it’s important to remember not all 

countries operate in the same way. The banking systems in some countries, such as many 

LATAM countries, operate with fewer checks and balances.

As you’re narrowing down your fraud protection options, ask whether those providers 

integrate with solutions that are tailored toward the market (or markets) in which you’ll be 

operating.

For example, ClearSale partnered with ecommerce company VTEX to offer a two-step 

authentication process that mimics the type of authentication you find in the United States 

and other countries. As a result, ecommerce businesses in LATAM countries can significantly 

reduce their fraud risk.

https://blog.clear.sale/es/clearsale-y-vtex-acceptance-flow-2021
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If your fraud protection solution is too rigid, you run the risk of 

declining valid transactions.

How Accurately Does the Solution Detect Fraud?

PRO TIP: Ask vendors what mechanisms they use to 

ensure accuracy and reduce the risk of false declines.

When considering the accuracy of a solution, ask these 

questions:

1.	 How are the models trained for accuracy?

2.	How quickly is information about new fraud 

trends integrated into their processes?

3.	How do they reduce the risk of false declines?

4.	What is the typical approval rate among its 

customers?

For every $1 in losses 

due to credit card fraud, 

businesses lose $13 to 

false declines.

And 40% of U.S. 

customers will refuse to 

shop with a company 

after a false decline.

You now know how important it is to avoid chargebacks: They are the single biggest threat to your 

small ecommerce business. Too many chargebacks will put your business in jeopardy of paying high 

penalties, which can drain your profits quickly.

Many fraud solutions address only CNP fraud and don’t have the capability or expertise to prevent 

ATO, chargeback and friendly fraud. All these types of fraud can lead your business down the 

path to high chargeback rates. And what about chargeback protection, chargeback insurance and 

chargeback alerts?

Does the Solution Protect You From Chargebacks?



When considering how a solution addresses chargebacks, ask these questions:

•	 How does this solution protect you from chargebacks?

•	 How much in-house work do you need to do to manage chargebacks?

•	 Does this solution handle chargeback disputes on your behalf?

•	 Does the solution offer chargeback protection or a guarantee? How does it work?

•	 What types of fraud does the solution detect?

•	 How is questionable fraud handled?

•	 Does the solution also assist with investigation of/response to chargebacks?

Part 6

When considering data safety, ask these questions:

•	 Are they PCI-DSS compliant?

•	 Do they have external penetration tests done? 

How often?

•	 How is their solution/application hosted? Local? 

Remotely? The cloud?

Is Your Business and Customer Data Safe?
Reminder: By making 

sure your customers’ 

data is protected, you’ll 

be protecting yourself 

and other businesses 

from the increase in CNP 

fraud that tends to follow 

data breaches.

Related Reading:

We’re excited to now offer our clients end-to-end chargeback services, helping 
you prevent and respond to chargebacks! Learn more about our acquisition of 
ChargebackOps and what it means for you!

READ THE BLOG

https://www2.clear.sale/fraud-protection/guaranteed-chargeback-protection
https://blog.clear.sale/clearsale-offers-end-to-end-chargeback-services-with-chargeback-ops-acquisition
file:
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A fraud solution needs to give you the best return on investment. Some “bargain” solutions may offer 

none of the features you truly need, making them no bargain at all.

At the same time, other solutions offer more bells and whistles than you’ll ever use … and will charge 

you a small fortune for them.

When considering costs, ask these questions:

•	 Do they charge monthly management/support fees?

•	 What is the estimated cost per transaction? How will this change as you grow?

•	 What are the contract terms, and are there any fees outside of the contract?

What Fraud Solution Costs Are Involved?

As a small ecommerce business, you can’t ignore fraud. It’s an exponentially growing concern. And the 

stakes are high:

•	 Too much fraud will trigger chargebacks that siphon away your profits.

•	 Too many chargebacks will make payment processors question your business relationship 

and charge higher fees.

•	 Too-strict fraud rules will decline valid transactions and turn away loyal customers.

You have a lot to consider when choosing a fraud protection solution, and it has to work with your 

business to keep you on the path of success.

Now that you’re much more informed about ecommerce fraud, you can be more confident 

making a choice that will protect your business from fraud, save you time and money and keep 

your customers happy — so they’ll come back to you again and again.

You Can Prevent Ecommerce Fraud & Grow Your Business	

https://www2.clear.sale/solutions/for-small-medium-businesses
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Ecommerce 
Fraud FAQs

There are two reasons why your company might be low-risk:

1.	Your company cancels any order it finds suspicious. This solves the fraud problem, but you 

are likely losing numerous safe purchases made by good customers who, for some reason, fit 

the risk profile or have made a small error during the transaction. This can lead to the loss of 

a future loyal customer.

2.	Your company has yet to be discovered by fraudsters. This is just a question of time and 

market exposure. Once a merchant is protected from fraud, fraudsters migrate to other stores 

that offer an easier target.

My online store is “low-risk.” Even so, should I add a risk 
management tool?

Losses can extend far beyond the value of the goods lost due to fraudulent purchases. If fraud 

management is not properly handled, high levels of unauthorized purchases due to suspected fraud 

or lengthy analyses can lead to lost sales, loss of any marketing investment, an adverse effect on the 

merchant’s image ... and most importantly, lost customers.

Merchants may not realize that transactions can be declined for the smallest errors. This may lead to 

loss of immediate revenue from the purchase or, more importantly, loss of a future loyal customer. As 

data breaches and fraud rises, security restrictions are becoming tighter. The need for hands-on fraud 

management for every merchant is now vital.

What are the losses resulting from fraud?

https://blog.clear.sale/understanding-the-true-cost-of-false-declines
https://blog.clear.sale/understanding-the-true-cost-of-false-declines
https://blog.clear.sale/chargeback-fees-what-do-chargebacks-cost
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The key to your success? Minimizing financial losses due to fraud while boosting your ability to 

approve the largest number of orders in as short a time as possible.

So, a good anti-fraud service should include a risk management system that ensures high rates of 

approved sales while minimizing chargebacks, in as short a response time as possible.

What should merchants know about preventing fraud 
for online sales?

A chargeback occurs when a customer disputes a charge on his/her credit card bill. If the true 

owner of the card does not recognize the purchase, he or she will ask for their money back by 

filing a complaint regarding a non-authorized transaction with the issuing bank. This is known as a 

chargeback.

In practice, the card administrator in the process of financial settlement between the parties debits the 

amount that would be transferred to the merchant.

More questions? Check out our comprehensive Knowledge Base with answers to the most

frequently asked questions about fraud definitions and terms and fraud prevention topics.

What is a chargeback?

https://www2.clear.sale/fraud-protection/how-it-works
https://blog.clear.sale/what-is-a-chargeback-everything-merchants-need-to-know
https://knowledge-base.clear.sale/
https://www2.clear.sale/getstarted
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We did say that reviews and consumer feedback matters. Here’s how we’ve helped our clients

succeed in fighting fraud and increasing revenue.

https://www2.clear.sale/cs/c/?cta_guid=7b2f4aea-5147-45fe-84f8-1ae2166f0869&signature=AAH58kGhQ3wSgpgHJQFdCkKFS9pT9_WRlg&pageId=75634296936&placement_guid=68d4d4e0-4ab5-4743-b3b0-87dee82fe746&click=f5ffa1fd-3218-40b6-9256-55b916cbc2af&hsutk=1e3060692dae811d9e56a21f050fe8d1&canon=https%3A%2F%2Fwww2.clear.sale%2Fsmb-guide-chapter-7-unlocked&utm_referrer=https%3A%2F%2Fwww2.clear.sale%2Fsmb-guide-chapter-6-unlocked&portal_id=2530812&redirect_url=APefjpGwogFx2GSCkUS02ZKlMD_byRP8QH3D6_F1LfrUDeDufmCm01-qG0sivz1Lp3DBveT_9wOKkC9xzwRZk5m4v91juYRziVUnfKiqZUK8CcogyVSc2a-OxsgyrYr0Aq53FItsY98DcHWVEvFx1tiLgW3dypf5pinmJi5gmwCAw3gBEYmN769FLeLp_3bWAhqbC0VT7SXTKzgZJEUa9IeWPVtYMJfqUfTG4Cg3ObJKvbbs124FnCq5hPQj0v2KNHJEryxvOp_3&__hstc=18643046.1e3060692dae811d9e56a21f050fe8d1.1616782930861.1659705524496.1659711320684.276&__hssc=18643046.1.1659711320684&__hsfp=1768264934&contentType=standard-page


Conclusion Small Business Guide to Ecommerce Fraud Protection

Ready to 
Get Started? 

Find out how to prevent chargebacks and sell more. 

Talk with a ClearSale CNP fraud expert today! 

Let’s Talk! 

GET STARTED NOW

https://www2.clear.sale/getstarted

